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CURTIN CONFIDENTIAL

Foreign influence vs interference

‘More Australians are being targeted for espionage and foreign 
interference than at any time in Australia’s history – more 
hostile foreign intelligence services, more spies, more 
targeting... From where I sit, it feels like hand-to-hand combat.”
Michael P. Burgess, ASIO Director-General (21 February 2023)

Foreign Influence
• Activities directed by a foreign principle, 

conducted in an open and transparent manner

Foreign Interference
• Activities directed by a foreign principle which 

are coercive, clandestine, deceptive or 
corrupting, and are contrary to Australia’s 
sovereignty, values and national interests



It is in Curtin & Australia’s interest to prevent unwanted knowledge 

transfers.

 

These can occur via:

• Leveraging individuals with links to a foreign jurisdictions

• Poor personal security measures

• Social engineering

• Digital espionage and cyber attacks

• Collaborations with academic or industry partners

If you suspect you are being targeted for unwanted knowledge transfer, 

reach out to foreign.risk@curtin.edu.au
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Unwanted Knowledge Transfers

mailto:foreign.risk@curtin.edu.au


Ec o n o m ic  p ro s p e rit y

Na t io n a l s e c u rit y

So c ia l c o h e s io n

Ne e d s  u n in t e rru p t e d  a c c e s s  t h ro u g h  t ru s t e d  
s u p p ly c h a in s  

Mu s t  re t a in  s t ra t e g ic  c a p a b ilit y o r  m a in t a in  
a w a re n e s s  

Ha s  re s e a rc h , in t e lle c t u a l o r  in d u s t r ia l s t re n g t h s , 
a n d  c a p a b ilit ie s  t o  b e  s u p p o rt e d  a n d  c h a m p io n e d

POTENTIAL  RISKS

Im p a c t  Au st ra lia ’s  n a t io n a l in t e re st  via :

Re p re se n t  t e ch n o lo g ie s  fo r w h ich  Au st ra lia :

CRITICAL TECHNOLOGIES

Un w a n t e d  k n o w le d g e  t ra n s fe r

IP  t h e ft

In c re a se d  r isk  o f c yb e r  a t t a c k s

Un d e rm in in g  o f Au s t ra lia ’s  so ve re ig n  d e c is io n  m a k in g

Co m p ro m ise d  c r it ic a l fu n c t io n s , sys t e m s  o r  su p p ly c h a in s

Mo n o p o lis a t io n  re d u c in g  t ra n sp a re n c y a n d  c o lla b o ra t io n
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Both

• Democra tic People ’s  
Republic of Korea

• Iran
• Libya
• Syria

United Nations  Security Council Sanctions

• Centra l African Republic
• Counter-Terrorism 
• Democra tic Republic of the  Congo
• Guinea-Bissau
• Iraq
• ISIL (Da’esh) and Al-Qaida
• Lebanon
• Mali
• Somalia
• South Sudan
• Sudan
• The Taliban
• Yemen

Austra lian Autonomous  Sanctions

Country of former country
• Former Federa l Republic of Yugos lavia
• Myanmar
• Russ ia /Ukra ine
• Zimbabwe

Thematic
• Prolife ra tion of weapons  of mass 

des truction
• Significant cyber incidents
• Serious  viola tions  or se rious  abuses  of 

human rights
• Serious  corruption

Further Considerations

Check out the Foreign Risk page for 
more information on ‘Sensitive Topics’
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• Informal research risk 
assessment

• Identify risks early
• Awareness of future controls
• Ensure transparency

• Downloadable & fillable copy 
available here



• Foreign powers and their proxies may pose as journalists, academics, industry figures etc. 

• Approaches may be indistinguishable from networking or collaboration opportunities

Signs of a potential suspicious approach:

• Repeated encounters or coincidences

• Unusual, unsolicited, or persistent attempts to discuss research papers, unpublished data

• Offers of excessive gifts and hospitality 

• Sudden and uncharacteristic friendliness

• Persistent requests to move communication to less secure platforms

• Unusual questions about your work or institution

• Foreign delegations wanting to enter sensitive facilities

• Requests to collaborate with foreign institutions associated with sensitive technology or are 

politically sensitive

Suspicious Approaches



uspicious

ngoing

nusual

ersistent

Remember, report anything



Travel ICT Jurisdict ions
• Afghanistan
• Belarus
• China

⚬ Hong Kong
⚬ Macau

• Iran
• Iraq
• Lebanon
• Libya
• Mali
• Myanmar
• North Korea
• Russia
• Saudi Arabia
• Somalia
• South Sudan
• Sudan
• Syria
• Ukraine
• Venezue la
• Yemen
• Zimbabwe

Curtin ICT not authorised to be taken to specific jurisdictions

Why?

• Broad, opaque National Security laws

• Expansive data protection laws

• Increase in arbitrary detention

• Cyber attacks

How will this protect me/Curtin?

• Aligns with government/industry policy

• Avoids violating laws overseas

• Protects individual & Curtin’s data/systems 



Submit travel through TOP 

FRMT notified, contact traveller to confirm dates

FRMT organise travel device with DTS

DTS informs traveller when device ready

Arranging Travel ICT

FRMT will reach out to organise pre-travel briefing

Returning
Return device to DTS ASAP

Avoid using device in Australia

Procedure applies to personal travel/OWA, based on available stock

More information         
staffportal.curtin.edu.au/governance/foreign-risk/travel/curtin-travel-ict/ 

https://staffportal.curtin.edu.au/governance/foreign-risk/travel/curtin-travel-ict/
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Professor Melinda Fitzgerald 
FI Accountable Authority

lindy.fitzgerald@curtin.edu.au

As a Curtin team member, your awareness and understanding of Foreign 

Interference (FI) is key to:

• Identifying risks;

• Protect our brand and reputation;

• manage sensitive and secure activities appropriately;

• Enhance our security culture
 
Curtin’s fraud and corruption framework is linked to Curtin’s value of 
integrity – to act ethically, honestly and with fairness; act with due care and 
make informed decisions.

Contact us: foreign.risk@curtin.edu.au

QUESTIONS?
Mr Paul Riley

Director of Foreign Risk
paul.riley@curtin.edu.au

mailto:chris.moran@curtin.edu.au
mailto:foreign.risk@curtin.edu.au
mailto:paul.riley@curtin.edu.au
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